Virtual @ Helpdesk

Virtual Helpdesk Ltd GDPR Compliance Policy
1. Introduction

This policy outlines Virtual Helpdesk's commitment to comply with the General Data
Protection Regulation (GDPR) as it pertains to the processing of personal data of individuals
within the United Kingdom. Our aim is to protect the rights and freedoms of individuals and to
ensure that personal data is processed lawfully, fairly, and transparently.

2. Objectives

To ensure compliance with GDPR requirements in all data processing activities.
To protect the privacy and rights of data subjects.
To establish clear responsibilities and procedures for data protection within the organisation.

3. Scope

This policy applies to all employees, contractors, and third-party service providers of Virtual
Helpdesk who have access to personal data. It covers all personal data processed by Virtual
Helpdesk, regardless of the format in which it is held.

4. Definition of Personal Data

Personal data refers to any information relating to an identified or identifiable natural person.
This includes, but is not limited to:

¢ Names

e Contact information (e.g., email addresses, phone numbers)
e |dentification numbers

e Location data

e Online identifiers

5. Data Protection Principles

Virtual Helpdesk Ltd adheres to the following data protection principles as outlined in the
GDPR:

o Lawfulness, Fairness, and Transparency: Personal data must be processed lawfully, fairly,
and transparently.

e Purpose Limitation: Personal data must be collected for specified, legitimate purposes and
not further processed in a manner incompatible with those purposes.

e Data Minimisation: Personal data collected must be adequate, relevant, and limited to what
is necessary for the purposes for which it is processed.

e Accuracy: Personal data must be accurate and, where necessary, kept up to date.

e Storage Limitation: Personal data must be kept in a form which permits identification of
data subjects for no longer than necessary for the purposes for which the personal data are
processed.

e Integrity and Confidentiality: Personal data must be processed in a manner that ensures
appropriate security, including protection against unauthorised or unlawful processing.



6. Rights of Data Subjects
Data subjects have the following rights under the GDPR:

¢ Right to access: Individuals can request access to their personal data.

¢ Right to rectification: Individuals can request correction of inaccurate or incomplete
personal data.

e Right to erasure: Individuals can request deletion of their personal data under certain
conditions.

» Right to restrict processing: Individuals can request restrictions on the processing of their
personal data.

* Right to data portability: Individuals can request to receive their personal data in a
structured, commonly used format and transfer it to another data controller.

* Right to object: Individuals can object to the processing of their personal data in certain
circumstances.

7. Data Protection Officer (DPO)

Virtual Helpdesk Ltd has appointed a Data Protection Officer (DPO) responsible for overseeing
data protection compliance. The DPO can be contacted at [DPO email/contact information].

8. Data Breach Notification

In the event of a data breach, Virtual Helpdesk Ltd will follow the appropriate procedures to
assess the breach and notify the Information Commissioner’s Office (ICO) within 72 hours, as
required by GDPR. Affected individuals will also be informed if there is a high risk to their rights
and freedoms.

9. Training and Awareness

All employees will receive training on GDPR compliance and data protection practices. Regular
updates will be provided to ensure ongoing awareness of data protection responsibilities.

10. Review and Updates

This policy will be reviewed annually and updated as necessary to ensure compliance with
changes in legislation or company practices.

11. Conclusion
Virtual Helpdesk Ltd is committed to protecting personal data and ensuring compliance with

GDPR. By adhering to this policy, we aim to foster trust among our clients, employees, and
stakeholders.



